DENVER
@PUBLIC Department of _
scHooLs | Technology Services

Installing GlobalProtect
Remote Access Client

DPS uses Palo Alto GlobalProtect for remote access to the DPS Network. Only authorized
users will have access to GlobalProtect. Principals or Department Executive Directors may
request access for their staff by contacting the DoTS Service Desk.

GlobalProtect is available for the following Platforms:
1. Windows
2. MAC
3. Apple iOS (ipad, iphone)

Windows
1. Determine Windows Operating Systen
System - 32-bit or 64-bit
Model: DPS Dell
. . Rating: System rating is not available
a' On WIndOWS 10/ In the searCh bar Processor: Intel(R) Core(TM) i5-3210M CPU @ 2.50GHz 250 GHz
type Explorer and Open File Installed memory (RAM): 400 GB (3.8 GB usable)
Explorer. and Right-Click This PC, SEEE erenermsn 3 N
- Pen and Touch: MNo Pen or Touch Input is available for this Display
Choose Properties.
b. On Windows 7, open the Start
Menu and Right-Click Computer,
Choose Properties.
2. Navigate to VPN Client Download
- . DENVER
Navigate to http://vpnclient.dpsk12.org. ald, PUBLIC ‘ Palo Alto Networks GlobalProtect

Download the VPN software below, select the right downlo
on your computer.

For Windows

For Mac

GlobalProtectMac-5.0.0.pkg

3. Download the GlobalProtect Client
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a. Select the bit version FOI W]ﬂdOWS

corresponding to your computer. 32 Bit

b. The .msi installation file will GlobalProtect32bit-5.0.0.msi
download.

B4 Bit

c. Open the wizard. Important: GlobalProtect64bit-5.0.0.msi
indicate the file is safe if anti virus
application shows a warning.

118 GlobalProtect - x

Welcome to the GlobalProtect Setup Wizard M paloa ltO

d. Click Next.

The installer will guide you through the steps required to install GlobalProtect v4.1.2 on
your computer.

WARNING: This computer program is protected by copyright law and international
treaties. Unauthorized duplication or distribution of this program, or any portion of it, may
result in severe civil or criminal penalties, and will be prosecuted to the maximum extent
possible under the law.

4. Install GlobalProtect Client pEm— - -

Select Installation Folder m palo_alt.O

a . Cl ick Next On the Select Insta I Iation The installer will install GlobalProtect to the following folder.

To install in this folder, click "Next". Teo install to a different folder, enter it below or click

Folder. Use the default folder. “Browser.

Folder:
uC'\ngram Files\Palo Alto NetworksiGlobalProtect, Browse...

b. Click Next on the Confirm T
Installation to continue.

Concet | <aak

#2 GlobalProtect — x
Confirm Installation
paloalto
The installer is ready to install GlobalProtect on your computer.
Click "Next" to start the installation.
Concel | <Back
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5. Installation Complete.
GlobalProtect *

a. Enter gp.dpsk12.org into the Portal
Address field. v N

b. Click Connect.

Note: A new world icon will display in your
start-up icons for future use.
Welcome to GlobalProtect

Please enter your portal address

gp.dpsk12.org|

6. Log into the GlobalProtect Gateway 26 o
using your DPS login. GlobalProtect

Sign In

Enter login credentials

Portal: gp.dpski2.org

| John_smith |

Cancel
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GlobalProtect ¢

7. Success! You are now connected to
DPS.

The Globe Icon in the System tray will
show connected.

Connected

You are securely connected to the
corporate network

Gateway . SDC-Staff -

8. How to Reconnect GlobalProtect

In the future, click the Globe Icon in the
System tray to open the login prompt and
reconnect.
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MAC

1. Navigate to VPN Client Download

ED
»To
828
owZ
or =
nOXT

Navigate to http://vpnclient.dpsk12.org. Palo Alto Networks GlobalProtect

Download the VPN software below, select the right downlo
on your computer.

For Windows
For Mac
2. Download the GlobalProtect client
a. Select the Mac 32/64 bit FOI L IaC
GlobalProtect agent. GlobalProtectMac-5.0.0.pkg
b. Click GlobalProtectMac-x.x.pkg to
install the application.
4/12/19 Department of Technology Services 50f 11

Information Security - RL


http://vpnclient.dpsk12.org/

Installing GlobalProtect

DENVER
@ DENYGR | Department of .
scHooLs | Technology Services

Remote Access Client

2. Install GlobalProtect

Double-click to run the downloaded install
file. After it installs, you will see the
following prompt.

Click “Open Security Preferences” to
change Security settings.

Note: If you accidentally click “"OK"”, open

System Preferences and then click “Security

& Privacy”.

System Extension Blocked

A program tried to load new system extension(s)
signed by "Palo Alio Networks”. If you want to enable
these extensions, open Security & Privacy System

Introductit Preferences.

Destinatio S
A Open Security Preferences | ok ]

Installatiot L i

Installation = i

& Summary

The installation was successful.

The software was installed.

Close

3. Allow “Palo Alto Networks”

At the bottom of the Security & Privacy
window, you should see a prompt to
“Allow” software from developer “Palo Alto
Networks”.

Click “Allow” and authenticate with your
Mac credentials, if necessary. Close out of
System Preferences.

Click the GlobalProtect globe icon in your
menu bar and press “Connect”.
Authenticate with your DPS credentials.

< i Security & Privacy Q

u‘-: sioglh FileVault  Firewall  Privacy

A login password has been set for this user ~ Change Password...

4 Require password = 5 seconds ﬁ‘ﬂ after sleep or screen saver begins

Show a message when the screen Is locked

Allow apps downloaded from:

System software from developer “Palo Alto Networks" was blocked Allow
from loading.

|| Click the lock to make changes.
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3. Installation Complete

a. Click the Globe Icon on the Menu
Bar.

b. Enter gp.dpsk12.org in the Portal GlobalProtect o

Address field.
c. Click Connect. vy \

Welcome to GlobalProtect

Flease enter your portal address

gp.dpsk12.org|

4. Log into the GlobalProtect Gateway -
using your DPS login. GlobalProtect 0

Sign In

Enter login credentials

Portal: gp.dpski2.org

| john_smith |

Cancel
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5. Success! You are now connected to e ;
DPS. GlobalProtect ¢

The Globe icon will show connected.

Connected

You are securely connected to the
corporate network

Gateway . SDC-Staff -
6. Reconnect GlobalProtect © £ L9 K
Click the Globe Icon in the System tray to GlccaPictect o

open the login prompt and reconnect

O

Not Connected

i

| Gateway Best Available % j
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Apple i0S (ipad, iphone)

1. Navigate to the Apple App store
{ Search

a. Find and install GlobalProtect from
the Apple App Store.

https://itunes.apple.com/us/app/globalprotect/i
d1400555706

GlobalProtect™
Palo Alto Networks

@

2.7 %%k kW w #2

2. Request to display notifications 4 B |
a. GlobalProtect may display a request GlbRIPratECL W.OUIC.I Lise
to send you Notifications. to Send You Notifications
Notifications may include alerts,
b. Click Allow. sounds, and icon badges. These can
be configured in Settings.
Don’t Allow Allow
A 4
3. Enter the Portal Address.
a. Type gp.dpsk12.org in the portal What's your portal address?
address field.
g\;gjpskn.org

b. Click the Connect button.

CONNECT
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4. Add VPN Configurations

a. i0S may display a warning that
VPN services are being added.

"GlobalProtect” Would Like
to Add VPN Configurations

b. Click Allow All network activity on this iPad may be
' ' filtered or monitored when using VPN.
Allow Don’t Allow
5. Login

a. Enter your regular DPS username
and password.

b. Click Connect.

GlobalProtect

Signin

Portal: gp.dpsk12.org

john_smith

6. Success! You are now connected to
DPS.

iPad @
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6. To Disconnect the VPN
a. Open the GlobalProtect App.

b. Click the Shield to Disconnect.

CONNECTED
TAP TO DISCONNECT

7. To Reconnect GlobalProtect
a. Open the GlobalProtect App.
b. Click the Shield to Connect.

c. Enter your regular DPS username
and password.

d. Click the Connect button.

Back GlobalProtect

Signin
Portal: gp.dpsk12.org
Enter login credentials

Username
john_smith

00000000000 Show
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